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Sting once sang, “Every breath you take, every move you make, I'll be watching you.” Little did the artist know that he’d just created a mission statement for spyware, programs that infect tech devices and allow criminals to steal and stalk. This isn’t a new problem. Eight years ago, the FBI issued a warning on spyware attacking Android mobile
operating systems. But today, the crisis is more troubling, and more pervasive, than ever before. In fact, it’s one of the top mobile security threats facing smartphone users in 2021. Here’s how you can find out if you have spyware on your Android phone—and what you can do. Spyware is a form of malicious software (aka malware) that monitors your
Internet activity without your knowledge. It can track your log-ins and passwords, as well as track your phone itself and extract your most sensitive information, including your GPS location. If you don’t want your location shared with Google, here’s how to turn off location services on an Android. Spyware can even “take over” your phone. Your text
messages, your browsing history, your photos—they all are exposed. Often, hackers are trying to access your financial information. With the right information, they can get into your bank accounts and credit cards and extract the info needed for identity theft. The cost of malware to victims is staggering; it’s expected to reach $6 trillion globally in
2021. And that’s not even the darkest end of the spectrum. Adam Scott Wandt, a cybersecurity and forensics expert and an assistant professor of public policy at John Jay College of Criminal Justice in New York City, says identity theft is not the worst outcome of spyware finding its way onto your Android phone. “Worse would be stalking, murder, and
a breach of national security,” he explains. There are a number of different kinds of spyware out there, including browser hijacks, adware, and keyboard loggers. On Android phones, the specific types to look for have names like Phone Spector, Auto Forward, and Highster Mobile. The crooks definitely don’t have to go to the Dark Web to find spyware.
Much of it is sold commercially online, Wandt says. When it comes to “stalkerware,” they are often loaded into apps that claim to provide “solutions.” For example, they might be marketed as services for parents seeking a way to monitor their child’s mobile device usage or for business owners looking to keep watch over a staffer’s online

activities. But they can be used to secretly spy and stalk. In 2019, Avast discovered eight stalkerware apps in the Google Play Store and reported them. Google removed the apps...but not before they had been downloaded more than 140,000 times. Here are a few more apps that might be spying on you right now. Also, make sure Google Play Protect is
working properly on your phone before downloading apps. Where does Android spyware come from? Believe it or not, there’s a good chance that you unwittingly put the spyware on your phone. If you've installed an app, downloaded a file, or clicked on a link in a message or email and your Android started acting differently afterward, then there’s a
good chance that you just got the unwelcome gift of spyware. It often comes hidden in software you downloaded. Websites, ads, apps, instant messages, links, file-shares—all of them can be the source. FYI, these are the 8 apps security experts would never have on their phones. More than 70 percent of Americans are worried about personal data
being stolen from their devices—and for good reason. Around 24,000 malicious apps are blocked on smartphones every day, and with so many out there, the chances are high that at least some will get through. When it comes to Android phones, they are far easier to breach than iPhones, says Wandt. “The Android operating system hosts about half of
the world’s malware infections,” he notes. However, that doesn’t mean iPhones are impossible to breach and it’s important to know how to remove spyware from iPhones, too. How do I detect and locate spyware on my Android? There are a number of telltale signs that you might have spyware on your Android phone. Of course, some of these
symptoms may have other explanations, and you may actually need a new cell phone. But if you don’t have an older-model phone and you’'re experiencing more than one of these issues, spyware could be the culprit. Here’s what to look for: Your battery drains faster than before. Your phone feels unusually hot. Apps take longer to load and often freeze.
An app or apps that you don’t remember installing shows up. Your phone lights up on its own or shuts down automatically. How do I check for spyware on my Android? The best way to find out if you have spyware is to run a malware detection program on your Android, says Wandt. He recommends Avast. Other good companies are Norton and
McAfee. If you think you’'ve spotted an app that is spying on you, removing it isn’t as straightforward as you may assume. First, hunt down the questionable apps. To remove them, put your phone into safe mode, which is recommended for troubleshooting questionable software and apps that may be causing issues. Find safe mode by pressing and
holding the power button, tapping and holding “power off,” and then tapping again when the “Reboot to Safe Mode” prompt appears. The challenge: The more diabolical types of spyware can change administrator permissions, and this may prevent permanent removal, even in safe mode. Experts say the next step is using a spyware removal program,
which is also made by companies like Avast, Norton, and McAfee. But if you have doubts over whether all the spyware is gone—and particularly if you know that someone has recently tried to monitor you through your phone—the best course of action is to factory reset your Android. “I'm a fan of completely resetting your phone,” said Wandt. The
problem is that the reset will wipe out your photos, contacts, and stored passwords. You can’t back up everything on your phone because that could easily back up the spyware as well, but you can use Dropbox or other types of Android cloud storage for your photos and contacts. It’s the best way to feel secure—and the only way you can be completely
sure your phone is free of spyware. If you want to take your data protection to the next level, learn about an encrypted phone and how it can help protect your information. By the way—if you don’t like Google Assistant, read on to learn how to turn off Google Assistant on your Android phone. Sources: Adam Scott Wandt, a cybersecurity and forensics
expert and an assistant professor of public policy at John Jay College of Criminal Justice Safety Detectives: “15 (CRAZY) Malware and Virus Statistics, Trends & Facts” Avast: “How to Detect & Remove Spyware From an Android Phone” Digital Trends: “How to turn safe mode on and off in Android” Tim Robberts/Getty Images rd.com, Getty Images
Originally Published: January 21, 2021 Ads have become a part of our everyday life, and are nearly inescapable. But it doesn’t need to be like this and there are ways to minimize your exposure to them. Today we are looking at solutions you can employ to rid your phone of cumbersome ads, particularly ones that are particularly invasive to your
privacy or your phone usage experience. How to block ads on Android Before we proceed, it is worth mentioning that the solutions outlined here are for everyone - from beginners to more advanced users. In addition, while there are a plethora of apps out there, they more or less do the same thing as all the others in the Google Play Store, and similar
to a password manager, it’s up to your own volition of finding one you like and sticking to it. In addition, none of these solutions will block YouTube ads if you're using Google’s own YouTube app. Google has changed the code of the app to prevent other apps from interfering with this. Blokada This is a standard app that creates a virtual DNS for you,
similar to a VPN. It works by filtering the traffic coming into your phone and stopping ads. There is also a good variety of options should you opt for this, with Blokada being a dedicated APK file that you have to install manually (follow our guide here) if you want the complete package offered by Blokada for Android. If you want to stay away from
sideloading an APK, you can opt for Blokada Slim on the Google Play Store. If for some reason you are on a very old version of Android (Android 6 or below), Blokada 4 for Android will help you with older Android devices. We can confidently say that Blokada’s full package is definitely worth it, as it works with all browsers and does a superb job of
blocking ads. Blokada Slim is a hit or miss, but for some users, it could be the right package. The only drawback of the app is that it will actively consume resources and battery when it is being used. In addition, the team behind Blokada is located in Sweden, and this means that they have to follow stricter laws with regard to protecting their user’s
privacy, so even if do see the little notification that your traffic may be monitored, you can rest assured that all privacy-oriented practices, particularly with GDPR are being followed. NextDNS This is a sophisticated and perhaps a bit more advanced method of preventing ads on your network. If you are a complete novice in the world of networking
and have no idea what any of the details mean when you click on Try it now, we recommend contacting an expert or trying the other methods in this guide. NextDNS offers a firewall and a private DNS service, and once you create an account, you can enter an entirely new world of options with regards to empowering your ad blocking capabilities. You
can block specific ad networks, and pre-installed ads from OEMs like Samsung and Xiaomi if you get them, and this is by far the best and most recommended method of getting rid of ads on your device without having a resource-draining app on your device. The options for NextDNS carry over for Android and Windows, but if you do the Windows one
and are able to configure your router to follow it, the service will be able to block all traffic on all connected devices. Along with the complex offering, the app and service are free to use until 300,000 queries per month. After that, you have to upgrade. 300,000 queries per month will be a tough barrier to break unless you have a family that is using
multiple devices at once, or are in an office. Otherwise, if your internet is only used by one to two people, that number is very hard to break, especially if you're already using Adblock Plus on your browser and are just looking to block ads on your phone. Switching to a privacy browser Another alternative solution for users is switching to a new
browser. With Firefox Focus, Adblock Browser, OperaGX, and a lot of other browsers that now offer built-in ad blocking, you don’t have to worry about subscribing to anything or enabling a virtual DNS service. All of the browsers offer seamless and easy methods of importing all your browsing data over from your default web browser, whether it’'s
Samsung Internet or Google Chrome. While the move could be difficult, you will have peace of mind when browsing. There are also no worries about fees or another premium service that you are subscribing to. Setting your own DNS on your phone dns.google dns.adguard.com dns-family.adguard.com ldotldotldotl.cloudflare-dns.com
security.cloudflare-dns.com family.cloudflare-dns.com dns.nextdns.io max.rethinkdns.com We covered this in a previous guide, but this is also another simple and effortless solution. All you have to do is open the Setting on your phone, navigate to Network & Internet, and look for Private DNS. Here are a few free DNS to help you get started: Keep in
mind that each of these DNS addresses may or may not be able to block 100% of ads while browsing on your phone.
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